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Understand the concept of Software security
dalall Cdlaa)

Knowledge of Secure Software Life cycle Steps
Learn about Attacks and threats

el .

Overview of secure software

- Introduction to risk management:

= the security problem in software, Terminology
* software security design principles 5l Aol el

SDLC-Lifecycle,Misuse and Abuse cases

- Design patterns, Test planning
* Secure software specifications and requirements
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1- Software Security: Building Security In by Gary McGraw. Addison-

Wesley, ISBN 978-321-35670-3
2- Software Security Engineering: A Guide for Project Managers by Julia

H. Allen, Sean Barnum, Robert J. Ellison, Gary McGraw, and Nancy
Mead. Addison-Wesley, ISBN 978-0-32-150917-8
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Fundamentals of software security
- Overview of secure software: What is Js¥) ¢ ol 1
software security?
- Introduction to risk management: the
security problem in software, Terminology A £ g 2
software secupty design principles A ¢ gy 3
SDLC-Lifecycle,Misuse and Abuse cases
- Design patterns,Test planning &I A £ ga) 4
Secure software specifications and requirements ualdd) £ gandd)
- Three Pillars of software security
- Risk assessment
. : 5
- Software security touchpoints
- Knowledge
- Threat modeling cudbd) £ gaad)
- Permissions 6
- Deployment and distribution pre- b £ gad)
deployment and post-deployment 7
Building secure software systems Ol & s
- Security Defects 8
- Deadly Defects of software security
- Buffer overruns i) £ g
- Format string problems 9
- SQL injection
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- Methods of payload design seilad) £ gau) 10

* Secure software Design »e gdal) g su)

- Using Safe string library
- Random number generator
Cryptographic pseudo-randomnumber 11
generators (PRNGs)

- Entropy harvesters

Secure testing :. | e A £ ) 12
Input validation
- Whitelisting and blacklisting
- Validating Email Addresses He S £ ) 13
- Preventing SQL injection attacks e gl g sl 14
Preparatory Week | s (ualdd) £ gau) 15
Final Exam | _ds guilud) & s 16
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