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 :البريد الالكتروني

Mobile and networks Security 
/الثالث امنية امنية الموبايل والشبكات  

 سم المادة:إ

 :مقررالفصل الفصل الثاني

 الاساسية المخاطر يوضح وايضا فيها الامنية مشاكل واهم والوايرلس وبايلالم لشبكات استعراض يعطي الكورس هذا
 ة:هداف المادأ  .لمعالجتها الطرق وافضل الموبايل شبكة على تأثيرها وطرق ومصادرها

 المواصفات ، للموبايل المختلفة الاجيال مواصفات ، عملها مبادئي واهم الموبايل شبكات عن عامة نظرة

 WiFi , bluetuth, WiMAX شبكات في وخدماتها الامنية اساسيات ، IEEE wireless لل القياسية

 التفاصيل الاساسية

 ة:للماد
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Introduction to Mobile 
cellular networks 
Cellular network basic 
concepts 

1.Introduction to Network and Mobile 

Security 

1.1 Definition of security 

1.2 introductions to network 

1.3 Introduction Mobile cellular networks 
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IEEE wireless networks 
Standardization 
The Mobil Generations 
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Introduction to Network and Mobile Security 

1.6 Security Attacks. 

1.7 Methods of Defense 
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(PKI) and electronic 
certificates 
-Management of 
cryptographic keys 

4: Security in Network 

4.1 Kerberos Authentication System 

4.2 Firewalls 
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-Kerberos ticket-based 
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-Intrusion detection 
Wireless intrusion detection 
systems (WIDS) 

4: Security in Network 

4.3 Intrusion Detection Systems 

4.4 Secure E-Mail(Smart card-based 

authentication) 

16-3-2018 5 

 Intrusion detection 

4: Security in Network 

4.4 Secure E-Mail (addition) 

5.Security in Mobile Telecommunication 

Networks 

5.1. Introduction 

5.2. Signaling  
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Wi-Fi Security Dedicated 
Architectures 
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5.3. Security in the GSM 

5.4. GPRS security(Multimedia Contents 
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Wireless intrusion prevention 
systems 
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5.5. 3G security  
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 Wireless honeypots 

6 Security in Next Generation Mobile 

Networks 

6.1. Introduction 
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6.3. VoIP 
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 Bluetooth Security 
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6.4. IP Multimedia Subsystem (IMS) 
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WiMax Security 

4G security 

6. Security in Next Generation Mobile 
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6.5. 4G security  
10-5-2018 13 

 
WiMax Security 

Reliability 
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6.6. Reliability 

17-5-2018 
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WiMax Security 

Confidentiality 
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6.7. Confidentiality  
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