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Course Objective

Malicious Software is the most prevalent threat towards IT today. The
objective of this course is to gain knowledge about the work of
Malware (Malicious Software) which includes computer viruses,
worms, Trojan horses and spyware. These malicious can perform a
variety of functions, including stealing, encrypting or deleting sensitive
data, altering or hijacking core computing functions and monitoring
users' computer activity without their permission.

Course Description

Malicious Software, Types Of Malicious Software, Viruses, nature of
viruses, classification of viruses, Virus Countermeasures, Worms,
Morris worm, recent worm attacks, Distributed Denial Of Service
Attacks,DDoS attack description, constructing the attack network.

Textbook

- Cryptography And Network Security- Principles And Practice- Fifth Edition
William Stallings.




Course Assessments | Term Tests | Laboratory Quizzes Project Final Exam
25% / (5%) / (70%)
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Malicious Software, Types Of Malicious Software, Viruses, nature
of viruses, classification of viruses, Virus Countermeasures,
Worms, Morris worm, recent worm attacks, Distributed Denial Of
Service Attacks,DDoS attack description, constructing the attack
network.
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Practice- Fifth Edition William Stallings.
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/ | Malicious Software, Types Of Malicious Software 4/10/2023 1
/ | Backdoor , Logic Bomb 12/10/2022 2
/ | Trojan Horses , Mobile Code 19/10/2022 3
/ | Multiple-Threat Malware , Viruses 26/10/2022 4
/| The Nature of Viruses , Viruses Classification 2/11/2022 5
/| Virus Kits , Macro Viruses 9/11/2022 6
/| E-Mail Viruses , Virus Countermeasures 16/11/2022 7
/| Mid-Term exam 30/11/2022 8
/| livirus Approaches , Advanced Antivirus Technigues 7/12/2022 9
/| Worms, The Morris Worm , Worm Propagation/Model | 14/12/2022 10
/ Recent Worm Attacks , State of Worm Technology 21/12/2022 11




Mobile Phone Worms,Worm Countermeasures

Distributed Denial Of Service Attacks , DDoSAttack | 28/12/2023 12
Description Constructing the Attack Network ,
DDoS Countermeasures
Virus Classification by Concealment Strategy, 4/1/2024 13
Encrypted virus. Stealth virus. Polymorphic virus.
Metamorphic virus. No Concealment,Oligomorphism
Integrity Checkers, Comparison of Anti-Virus Detectl 11/1/2024 14
Techniques: Scanning, Static heuristics Verification,
Quarantine, and Disinfection:
Final exam 18/1/2024 15
25/1/2024 16
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